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K-anonymity

= data release is K-anonymous
i

if X record I has at least

K-1 records with identical

~non-sensitive
,
attributes .

Cons
S

① Homogeneous block (e . g . 1-4 have same disease,

[Briner course]

Alice is 29yo + lives in 13030)

② Composition of K-anonymous datasets

# K'21-anonymous



Randomized Response (Wamer'65)
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Output :
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Interpretation
"I believe X=0

posterior belief
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=than X= 1
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&
randomness in the world .



Randomized Response

x+ [0
, 13,RRg(X) I E

X
, up. = Ps

27,0

1-X
,
w

. P . e =9

· = e calculated similarly as before

(where E = en 2).

EX : less privacy

E=0 : tell truth or lie wip-50% - no information extracted from RR2

-> perfect privacy .



stributionof output on neighboring datasets Im
Lec

. s

-

Neighboring datasets
X-X' : differ in one person's record .

X XI
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Def
.

Two datasets X = (X
, ..., Xn)cX = (x !..

- Xn) -
x

,
xeX-

one neighboring , denoted by :

X-X' if -i: Xj = X] for every jfit .

An algorithm A is E-DP if for all pairs x ,
xex,

X-X'
,
for all measurable output sets S :

Pr [A(x) +S] =PrCA(XIeS] · eS
* mostly ignore.

Th
. RRE

·

is E-DP
.

Let RRE from before be defined as follows when applied to input x30
,
13 m

For X = (x .
, . .,
Xn) + 20

, 132 : RRE(X) = (RRE(X)
, . . .

, RRE(XN)) e 50 ,
13"

.

For any pair X-X' , for any subset of outputs ESg11", need to show

Pr[RBs(X)eE] = ePr[RRa(YeE]



Proof Consider fixed :

-

X-X' : differ in it
,
(Y , , .

.

., yn) = 90
,
13 : atput .

Pr[RRE(x) = (y , ..,
Yn)] Pr[RRa(xi) =yj]

RRE(X)= (yx) -- (n)]
=

PR

PulireiFee it

I

3 Xix=,

*RRa(x :x) = Yi+)

I :=
Yit = 1

analysis)
Xix = O Ccase

So for a Fixed (y1 , . . .,yn) :

Pr[RRe(x) =(y ,

,
.

.,
Yn)] Fe ?. PrCRRa()=yu)]11

For any set of outputs E
:

Y
(n)

Pr (PRE()E] =[ Pr[RRa(x) =y] ze
*[Pr[RRe(xi =y]

YeE YeE e .Pr(RRE)eE]



Laplace Mechanism

Input X =(x
, ..., Xn) .

Want to compute f(x) .

A(x) = f(x) + "noise
,

Global sensitivity =f
function fix-> Ro

G
.
S . Af = up11f(xill

XNX

The Laplace Mechanism returns :

L
r.

V . mean scale
Acap(x) = f(x) + Lap (b) = f(x) + z ,

where Z-Lap (0 ,
b

= Lap(f(x) ,b) .



Th . Acap is E-DP for b =& ,
where DAED.

For simplicity : d =Lief . **- R.

Proof sketch. : The probability density function of Laplace is

P(z) =e () (= Pr[z= z] when ZvLap(pub)
e

Given neighboring datasets X-x -

· A(x)vLap(f Acap(x) ~ Lap(f(x),) .

Their respective PDFs-

Px(y)= Px(y)=



==
#) by assumption D3Df=Sup1f(x)-fexlzlf(x-fx) *

Extension to d) 1 : Acap(x) = f(x) + (Z ,
,

. .

,
Za)

,
where Zi iidhap()

For a d-dimensional z = (
,

--

,
za) the PDF is p(z)=te

Proof follows similarly since 11f(x)-f(x)/DEED .

Next time :

=> Accuracy of Laplace &
Randomized Response

=>

Properties of DP that allow us to combine primitives
like Laplace Mech .

& RR to more complex private mech.


