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Through the lens of continual observation
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Training Model Mech.
Step update / Output
gradient

Gaussian q +z |
e e

1

| —

(T o
—
. —

Gaussian ', + z,
Mech ! |

- Gaussian i +2Z :
=

[image by Peter Kairouz]

Need a good approximation of prefix sums s¢,
not each gradient g;.

9077@ (@{_, ~V|%t\: D 19e
A
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Through the lens of continual observation

Training Model Mech.
Step update / Output
gradient

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp
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Dwork, Naor, Pitassi, Rothblum [2010], Chan, Shi, Song [2011]

Binary Tree Mechanism

Input: stream gy, ..., gr, Vt: |lgell < C =1
Output: prefix sums Sq, ..., St

1 0
3, Sq.
Every g, affects logt nodes@”

log T
logT /log( )
® " ensures (g,6)-DP.

Each node has noise v, = N (0,0%1,)

= 0 =
£ ~ o~ ~ ~
So,6 = S0,3 t S45 T Js
= S0,3 T Sa5 1t g6 + Vo3 t Va5 + Vs
_ V6
Every s; decomposes into logt nodes = Xi=09t + 2; j
N — ~ — N 1.5
= ”St T St” — “Zt” ~ O-\/d lOgT — OE,S(IOg T) Sum of log t independent d-dim Gaussians

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp 23



Jain, Kothari, Thakurta [2012], Thakurta, Smith [2013],
Kairouz, McMahan, Song, Thakkar, Thakurta, Xu [2021]

DP-Follow The Regularized Leader (. jyuco))

* Initialize 6,
2
efFort=1,..,T:
1. Compute §; via Binary Tree Mechanism o
o

. . 1 i
2. Update step: 8; = argmingcg ((St, 0) + 27”8 — HOIIZ) =ﬂ) - 7759

N

o

nn

s Bay T for conhnved 6beemdh o e et delte by erccoont Hhott o, depents

oV gy epe ). Ol N tus wife becorse idh am edotph ve sy GowsSian weola.
Denisov, McMahan, Rush, Smith, Thakurta [2022], Choquette-Choo, McMahan, Rush, Thakurta [2023],
Choquette-Choo, Dvijotham, Pillutla, Ganesh, Steinke, and Thakurta [2024].

Excess risk of 6 = %ZHt is & nMaxErr(§) + 1l n~0 <\/\9

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp 24
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Through the lens of continual observation

- No longer
Training Model Mech. Training Model Mech. .
Step update / Output Step update / Output independent
gradient gradient

: N W Dl
Mech tree agg
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Prefix sums as linear queries
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Prefix sums are linear queries

e LetG = (gq,...,9,)" € R™% be
the stack of gradients

« Let AP™¢ € R™™™ be the (lower-
triangular) prefix sum matrix

<
ra-fy 2

« ThenS = AP™¢G € R™ 4 s the
stack of prefix sums s;!

Release S = AP"¢( privately

Simons Institute, Spring 2026

Sy
Sy

S+

K

3 =

Training Model
Step update /
gradient

3

Streaming
tree agg

Federated and Collaborative Learning Bootcamp
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Li, Miklau, Hay, McGregor, Rastogi [2015] “matrix mechanism”
Nikolov, Talwar, Zhang [2016] “factorization mechanism”

Correlated Noise Mechanisms

Compute S = AG € R™*¢
inputs G = (g4, ..., gp)T € R™*¢
workload matrix A € R™*"

Strategy:

1. Choose factorization A = BC

2. Add correlated noise G + C™1Z, Z ~ N, 4(0,52) (sensitivity depends on ()
3. Return A(G + C~1Z) = S + BZ (utility depends on B)
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Correlated Noise Mechanisms

Strategy:

1. Choose factorization A = BC

2. Add correlated noise G + C™1Z, Z ~ N,4(0,0?) (sensitivity depends on C)
3. Return A(G + C~1Z) = S + BZ (utility depends on B)

@ « The mechanism M (G) = A(G + C~'Z) = B(CG + Z) is a post-processing.
* Sensitivity r(r;lggllC(G — GHlr < 2lIC|l o1

* Setting o = c.sl|Cll|;0; guarantees (¢, §)-DP.
1.0 $%¢

Utility “max loss”:

S |2 = TV — 42 1112 2 2
max E1§; — ¢ {Q%IE((BZ)[L-]) do*max||BIt,: 1II* e IClIcor - 1BIIFow
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T, - Z
mox [T- Syl 2 iy Bl

Baseline: DP-SGD
Initialize 6, Yokyr 0(Vn)
Fort =1, ..,n:
1. Getclipped gradient (in unit ball): g; 0@
2. Sampleiid noise z;, = N (0,5%1,) —

o B -1 Bl 0@
3. Compute correlated noise Z; = Y ¢1¢(C7 )¢, 7]z,
4 gt = G + Z¢
5. Take a step in the negative direction: 8; = 6;,_1 — ng;
e C=1B=A4  Prefix sums
e o =c¢¢ C =0 =°¢C ~ ~

8,5” ”col g0 §, = z A[t,T]gT — z gT_l_ z Z
TE[t] TE[t] TE[t]
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More Baselines

Input perturbation (DP-SGD)

e C=1B=A4  Prefix sums
e Oo=c¢C C X O0=C
8,5” ”col £,0 §t — z gy + z Z
TE[t] TE[t]

Output perturbation

e ( = A,B — 1 * Prefix sums

* 0= C£,6”A”col ~ Ce,S\/n P z g7 + 2;
TE[t]

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp

* K3 0(n)

0
Yk 0(n)

0(d)

— R0
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More Baselines

Output perturbation

e C=AB=1

e Prefixsums

* o= C£,6”A”col ~ CS,S\/77 S = Z A[t; T]gr + Zt
TE[t]

Binary Tree Mechanism

* (,Blogn-sparse

Simons Institute, Spring 2026

* Prefix sums
§t = z gT + B[t,T]Zt
TE[t]

Federated and Collaborative Learning Bootcamp

Yk 0(n)

0(d)

— R0

Yokok logan + 2

0(dlogn)

n 0(dlogn)
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Optimal Correlated Noise Mechanisms

. . . *Uk*flmn+c
Given a factorization A = BC, M'(G) = B(CG + Z). n
0(dn)
Find (B*, C*) = argmin||C|IZ,; - IIBllZow ~ W

A=BC

SDP+Cholesky decomposition: 0(n?) to compute C* (offline)

For prefix sums, imposing lower-triangular structure:

. . . 1 .
Non-constructive solution achieves 7?lnn + 1 Mathias[1993]

. 1
Lower bound for Gaussian Z: 7;ln N Matougek, Nikolov, Talwar [2020]

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp 34



More efficient relaxations

: 1
Impose Toeplitz structure: Yokok —Inn+c
( co 0 0 .- 0\ 0(dn)
c1 co o --- 0
C=| ¢ c1 co -+ 0 —

n 0(d + n)

\Cn—1 Cn-2 Cn-3 -+ Co

For prefix sums, closed-form Bryep, = Croep = (APTe)l/2

Impose Banded Toeplitz structure

Choquette-Choo, Ganesh, McKenna, McMahan, Rush, Guha Thakurta, Xu [2023]
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Dvijotham, McMahan, Pillutla, Steinke, Thakurta [2024]

More efficient relaxations

1
Impose BLT (Buffered Linear Toeplitz) structure: *kk ;lnn +c
( 1 0 c 0\ 0(dlog?n)
Z?:l o, 1 0

BLT(a, A) == Z;—Ll aiAi Zle oy 1 cee —

n 0(dlog?n)

\E?ﬂ az’)‘?_2 E;jzl ai/\?_?’ Z;,’izl ai)\?_‘l ... 1/

Almost as time-/memory-efficient as Binary Tree, with optimal approximation
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Correlated Noise Mechanisms for
Differentially Private Learning

A Tutorial on Mathematical Foundations and

Practical Aspects

Krishna Pillutla
[IT Madras

Christopher A. Choquette-Choo
Google DeepMind

Arun Ganesh
Google Research

Jonathan Katz
Google

H. Brendan McMahan
Google Research

Thomas Steinke
Google DeepMind

Jalaj Upadhyay
Rutgers University

Krishnamurthy Dvijotham
ServiceNow Research

Monika Henzinger
IST, Austria

Ryan McKenna
Google Research

Keith Rush
Google DeepMind

Abhradeep Thakurta
Google DeepMind
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Privacy Unit

Server computes | (another)
overall update using .
a simple weighted combined
average. model

data device

Devices run multiple
steps of SGD on their
local data to compute
an update.

N (another)
initial model @ Mex=

engineer

McMahan, et al. Communication-Efficient Learning of Deep
Networks from Decentralized Data. AISTATS 2017.

[image by Peter Kairouz]
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Privacy Unit

Min-Sep Participation

* User-level in streaming

t=0 t=3 Separation > b = 2 t=9

 Each user participates at most k times = sensitivity xVk

* Network data rang, Dong, Yi[2022], Ganesh, McKenna, McMahan, Smith, Wu [2025]

(d) Multi-Attribution User-Level
with Contribution Bounding k=2

Users Examples

From: Carol 4
To: Bob

From: Dave 5
To: Carol

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp



Other aspects: convexity and higher-order

* Optimal rate for DP-SCO: Choquette-Choo, Ganesh, Thakurta
[2024]

* Last-iterate advantage:
* Ye, Shokri[2022], Altschuler, Talwar [2023]

e Steinke, Nasr, Ganesh, Balle, Choquette-Choo, Jagielski, Hayes, Guha
Thakurta, Smith, Terzis [2024]

e Second-order methods:
* Ganesh, Haghifam, Steinke, Guha Thakurta [2023]

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp
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Other aspects: Public data

* Public pretraining and private fine-tuning
* Ganesh, Haghifam , Nasr, Oh, Steinke, Thakkar, Thakurta, Wang [2023]

* Extracting useful info from public data

 “Handcrafted” features for LR can be better than non-convex models
Tramer, Boneh [2021]

 AdaGrad with publicly estimated subspaces Kairouz, Ribero, Rush,
Thakurta [2021]

* Narrowing the data universe (US Census)

 PATE
* Papernot, Abadi, Erlingsson, Goodfellow, Talwar [2017]
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