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Gaussian Mechanism

e Let f(X): X™ > R?

e LetAf = max {If(X) — f(X)]l,} be the £, sensitivity off
neig

X, x'

AX) AX)
The Gaussian Mechanism returns
A(X) — N(O, O'ZHd)
_ (AnF2leg(*5>
2
where o ( 2 . It satisfies (&, 6)-DP.

_ .2
- Cs,é‘

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp 5



DP-(S)GD
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Pogecied Gradient DOgont

Assune dlam(edeR
(- 52) 1s nvex and differenhdble
\lVQ(ﬁ)‘Q\\zé &

DQ%V\Q %JL = VLX (gtj-
W\\ﬂ"i\\o\qﬁkgj Sa .

0 ey ued k-, T g, s Proy (8 -19,)

Qpot G - eIV
L=



Assume diam(e>eR
(- 52) 1s avex and differenhdble

Y IV (&1 ¢ &
€ .
Y Gradient Descent

 Parameter space 0 € R?, )
e Loss function £: XX - R,
» Datapoints x; € X € R fori € [n] (each user owns one datapoint)

Initialize B, , 16" S\l € R sn@ &0 «©
Fort=1,..,T:
1. Leteach gradientbe g,; = V€(0,_1,x;) = 19\ =6

2. Compute the average gradient: g; = 1112 e[n] 9t

3. Take a step in the negative direction: 6, —(Ht 1 ngt)

Qo FpuY @—;zat
Under assumptions, L(6) < L(6) + —+ n=L(>O) + 'RD‘S
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Song, Chaudhuri, and Sarwate [2013],
Bassily, Smith, and Thakurta [2014]

Differentially Private Gradient Descent

 Parameter space 0 € R?,

e Loss function £: OXX — R,

« Datapoints x; € X € R% fori € [n] (each user owns one datapoint)
* Operator I (y) = min{1, C/||yll} -y

Initialize 6,
Fort=1,..,T:

1. Compute the average clipped gradient: g, = :jzie[n] Mc(9¢4)
2. Add noise: §; = g + z¢, zp ~ N(0,0%1y)
3. Take a step in the negative direction: 6, =f9t_1 — ngtﬁ

Urliby s e EDF e | 3= 3 = Thaleyy, ™
Ascume. G&C.
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DP-GD

« Step 1+2: (¢,6)-DP since Ag; =2%
» Step 3: (g,6)-DP (Post-processing).

* Overall, DP-GD is (\/7_"8, T5)—DP (Advanced Compaosition).

(Gaussian Mechanism).

Initialize 6,
Fort=1,..,T:

1. Compute the average clipped gradient: g, = :TZL-E[”] Mc(9¢4)

2. Add noise: §; = g; + 2¢, 2 ~ N(0,0%1) foro = ¢, 5 ?ft_

3. Take a step in the negative direction: 6, =A(9t—1 — nfjb

MW\
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DP-GD

@ * DP-GD is (&,6)-DP (Advanced Composition).

_ o . -Lo‘)’(."\j
Yk« Under assumptions, L(8) < L(8*) + n%+ 77@+“1'€Z:§ = L(6") + g foc
* Running time Tn(time(V) + d): Slow... G=R=C1
Initialize 6,
Fort=1,..,T:
1. Compute the average clipped gradient: g, = :TZL-E[”] Mc(9¢4)
2. Add noise: g, = gy + 2z, z, ~ N (0,0%1,) foro =~ ‘/Tlogg(T/a)i—
3. Take a step in the negative direction: 8; = 8,_1 — ng;
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DP-SGD

* Running time T (time(V) + d): Better

Initialize 6,

Fort=1,..,T:

1. Choose arandom user i; ~ Uniform(|n])

2. Compute the clipped gradient: g; = Hc(gt,l-t)

\/Tlog(T/cY)ZC_
€ n

3. Add noise: g, = g; + z¢, z, ~ N (0,0°%1,) foro =
4. Take a step in the negative direction: 8, = (91:—1 —nde)

Y

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp



DP-SGD  ng, -2

@ * Ag; =/C = privacy guarantee per round is n times worse!

Initialize 6,

Fort=1,..,T:

1. Choose arandom user i; ~ Uniform(|n])

2. Compute the clipped gradient: g; = Hc(gt’it)

JTlog(T/8)C_
n

3. Add noise: g, = g; + z¢, z, ~ N (0,0°%1,) foro =

&
4. Take a step in the negative direction: 6, =(9t_1 — ng’a
DY
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“Secrecy of the sample”: Smith [2009], Kasiviswanathan, Lee, Nissim, Raskhodnikova, Smith [2011]

Balle, Barthe, and Gaborardi [BBG18], Steinke [2022] survey

DP-SGD

Amplification by Subsampling:
S: chooses user randomly, each with probability p.
If Ais (g,6)-DP,then Ao Sis (In(1 + (e? — 1)p),pd)-DP.

Initialize 6,
Fort=1,..,T:
2. Compute the clipped gradient: g, = Hc(gt,l-t)

3. Add noise: §; = g; + z;, 2z ~ N'(0,0%1y) foro = JTlog(T/8yc.
4. Take a step in the negative direction: 6, =<6t 1 ngt)

Choose arandom user i; ~ Uniform(|n])

n

g
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DP-SGD

Amplification by Subsampling:
S: chooses user randomly, each with probability p.
If Ais (g,6)-DP,then A o S is roughly (pg, pd)-DP, if e < 1.

Initialize 6,

Fort=1,..,T:

1. Choose arandom user i; ~ Uniform(|n])

2. Compute the clipped gradient: g; = Hc(gt’it)

JTlog(T/8)L
n

3. Addnoise: ¢ = g¢ + z;, z ~ N'(0,0°%1,) foro ~ —
4. Take a step in the negative direction: 8, =(0;_; — ng’,)

N
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DP-SGD

@ Amplification by Subsampling:
S: chooses user randomly, each with probabilityp = 1/n.
If Ais (g,6)-DP,then A o Sisroughly (¢/n,8/n)-DP, ife < 1.

Initialize 6,

Fort=1,..,T:

Ej. Choose arandom user i; ~ Uniform([n])

2. Compute the clipped gradient: g, = Hc(gt’it)

\/Tlog(T/S)'LC_

3. Addnoise: ¢ = g¢ + z;, z ~ N'(0,0°%1,) foro ~ —
4. Take a step in the negative direction: 8, =@,_; — 14,
'S

n
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DP-SGD

 DP-SGD is (g,6)-DP (Amplification + Adv Composition),
* its utility is roughly the same (esp. re: error due to privacy),
* *and* it runs faster than DP-GD!

Initialize 6,

Fort=1,..,T:

1. Choose arandom user i; ~ Uniform(|n])

2. Compute the clipped gradient: g, = Hc(gt,l-t)

\/Tlog(T/c?)’ZC_
n

3. Addnoise: ¢ = g¢ + z;, z ~ N'(0,0°%1,) foro ~ —
4. Take a step in the negative direction: 8, = 0._; — 1§,

RO
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“Moments accountant”: Abadi, Chu, Goodfellow, McMahan, Mironov, Talwar, and Zhang [2016]

Privacy Accountants

Advanced Composition is tight, for black-box mechanisms. But DP-SGD is not one.
Kairouz, Oh, Viswanathan [2015], Murtagh, Vadhan [2016]

* Privacy loss RV for neighboring datasets X, X’ and outcome y:
Pr[M(X) = y]

PriM(X") = y]
* Log-moment (log MGF) at order A > 0: ap (1) = log Ey_p(x) [eA LmO)]
 Composition is additive: forM = My o -0 My, ay(4) < X ap, (1)

Ly(y) = log

» Convertto (¢, ) via a Chernoff/Markov tail bound: §(¢) = r/{1>151 eam(D)—2e
. C/Tlog(1/6) .
. DP-SGD with o ~ &V :’f; /9 is (¢, 6)-DP
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Privacy Accountants

* Renyi [Mironov 2017] moments accountant: closed-form bounds
Mironov, Talwar, Zhang [2019] Wang, Balle, Kasiviswanathan [2018]

* PLD / FFT accountants: approximate the full privacy loss distribution and
compose via (FFT) convolutions. Koskela, Jalko, Honkela [2019]

* f-DP / Gaussian DP accountants: hypothesis-testing tradeoff function,
interpretable privacy “curve.” Dong, Roth, Su[2019]

Simons Institute, Spring 2026 Federated and Collaborative Learning Bootcamp
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Challenges with DP-SGD

Training Model Mech.
Step update / Output
gradient

Gaussian 'y |
! Z,
A 1917 2

| —
[Tt

—

—

Gaussian ', + z,
Mech ! ]

- Gaussian i +2Z E
=

[image by Peter Kairouz]

Sampling assumptions of theoretical
analyses and practical methods rarely

match.
Chua, Ghazi, Kamath, Kumar, Manurangsi, Sinha, Zhang [2024]

The regime for which privacy amplification
works requires a tiny privacy parameter.
[see differentialprivacy.org post by
Thomas Steinke]
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